
B P M N  2 . 0  L E G E N D

End EventStart Event

Task
Gateway

Intermediate
Event

Expanded Sub-
Process

P
oo

l

Group

Sequence Flow Message Flow

Incident Detection & Reporting

IT Security

Physical Incident Review

IT Security staff
reviews content of
automated alert

Check for suspicious
activity related to user
account in question

Determine if there is a
potential security

threat that requires
action

Pursue threat?

Alert record kept

Prepare incident
documentation to
distribute to key IT
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management
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security incident

details

Develop an Incident
prioritization plan and
outline the potential

impact of the incident

Notified IT team and
report lost/stolen
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IT Security team
reviews report and
assesses potential

risk related to missing
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was found or returned

Equipment
found?

Security Breach Review

Inspect device for
potential information

leaks

Lock user out of all
company-related
systems; perform

remote wipe

IT Security team and
key management
receives key detail
regards to breach

Determine
seriousness of

incident

Degree of Security Breach

ü Attempted Attack – Hack was
attempted but was
unsuccessful

ü Security Breach – Hack
successful, but no sensitive
information was accessed or
leaked

ü Serious Security Breach –
Hack successful, unauthorized
access to sensitive information
occurred, information was
leaked

Attempt to resolve
problem and prevent

further breaches

Pass details to
authorities related to

breach

Analyze method of
attack and outline a

plan to deal with
similar attacks in the

future

Security Investigation

Analyze method of
attack and outline a

plan to deal with
similar attacks in the

future

Cooperate with
authorities during

ongoing investigation

No

Yes Yes
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· Total Security Incidents (serious vs. non-serious)
· Security-to-Value Ratio (STV)
· Incident Prevention Rate
· Incidents per Million Transactions

KPIs

· Average Cost of Equipment Loss
· Loss-to-Value Ratio (LTV)

KPIs
· Mean Time to Patch Application
· Percentage of Systems with Known

Vulnerabilities
· Vulnerability Scan Coverage
· Number of Incidents by System/Application

KPIs

Receives
automatic alert(s)

Continue incident
handling

Employee
equipment lost

or stolen

Continue standard
procedures

Security breach
detected

Security breach
detected
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The identification, reporting, and management of  IT security-related 
incidents. This process includes automatic securitty alert monitoring, 
physical incident reporting (lost/stolen equipment), security breach 
review, and security breach investigation. 
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Security Incident Management: Workflow

Workflow Description
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Login to OpsDog to purchase 
the full workflow template 

(available in PDF, Visio)

New users get $20 off their first 
purchase (registration is FREE!) 


